Setup of the WLAN at DHBW-Karlsruhe
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1. General information about DHBW-KA and eduroam

The WLAN with SSID DHBW-KA is encrypted with WPA2 Enterprise and is only
provided at DHBW Karlsruhe. Users are authenticated in the teaching domain dh-
karlsruhe.de. An authentication with the administration account in the domain dhbw-
karlsruhe.de or dhbw-karlsruhe.aa does not work.

The WLAN with the SSID “DHBW KA” is encrypted and should be used at the Duale
Hochschule Baden-Wurttemberg Karlsruhe whenever possible.

SSID eduroam is available at many educational institutions worldwide and also in parts
of Karlsruhe. The setup of this WLAN is identical to DHBW-KA. The user name must
be specified in the form "user@dh-karlsruhe.de", whereby upper and lower case is
important for the user. Of course eduroam is also encrypted with WPA2 Enterprise. A
list of participating locations is available at https://map.eduroam.de.

At https://cat.eduroam.org you can download an installation file, which makes the
secure setup of eduroam much easier for you. It is recommended to use this option.
To do this, click on the button "Download your eduroam installation program” on the
website and search for DHBW Karlsruhe. Usually you will be offered the appropriate
installation program for your operating system, otherwise you can select it via the link
"All Platforms".

2. Prerequisites

Please make sure that your Wi-Fi connection assigns the IP address automatically via
DHCP.

Internet Protocal Version 4 (TCP/IPvd) Properties >

General  Alternate Configuration

‘You can get IP settings assigned automatically if your network supparts
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(®) Obtain an IP address automatically
(") Use the following IP address:

(@) Obtain DNS server address automatically
(") Use the following DNS server addresses:

Validate settings upon exit et

Cancel



https://map.eduroam.de/
https://cat.eduroam.org/

3. Setup on Windows 10

To connect to the network please follow these instructions.

Click on the network icon in the system tray:

e 08:34
AN B0 @ <) 07.09.2021 EZ

With Windows 11 you have now to click the arrow next the WLAN Symbol:

' Manage Wi-Fi connections

Lo

Available Not connected Airplane mode

D x>

Focus assist Accessibility

Select the DHBW-KA-network (or eduroam)

(7 KA-WLAN
-]
{7 DHBW-KAS
8
{7 DHBW-KA

ﬁ/f"é eduroam

aﬁ KA-sWLAN

and click on ,,connect”:



8% DHBW-KAS

2] i
7 DHBW KA
Secured

E] Connect automatically

| Connect I

KA-WLAN

eduroam

Enter your authentication information (name.firsthame@dh-karslruhe.de) in the
following screen and confirm it by clicking “OK”.

8~ DHBW-KA
* Connecting

Enter your user name and password

name.firsthame@dh—karlsruhe.de *

Password

Cancel

Now verify the certificate details

ﬁfr DHBW-KA

Secured

Continue connecting?
If you expect to find DHBW-KA in this location,
go ahead and connect. Otherwise, it may be a

different network with the same name.
Show certificate details

Cancel

Please ensure, the certificate thumbprint is one oft he following:



8- DHBW-KA

Continue connecting?
If you expect to find DHBW-KA in this location,
go ahead and connect. Otherwise, it may be a

Issued to: DE, Baden-Wuerttemberg, Karlsruhe,
Duale Hochschule Baden-Wuerttemberg,
freeradius.dh-karlsruhe.de

Issued by: DFN-Verein Global Issuing CA
Server thumbprint: B3 54 50 E4 63 CD 7D 75 FE
1F CE 0B AO 1F D2 OE E9 CA 02 AF

different network with the same name,
Hide certificate details Issued to: DE, Baden-Wuerttemberg, Karlsruhe,
Duale Hochschule Baden-Wuerttemberg,
aragorn.dh-karlsruhe.de

Issued by: DFN-Verein Global Issuing CA
Server thumbprint: 6C 37 21 F8 F5 FA 9F 2A 7A

28 5A F167 76 59 EC 01 CF 44 FA

Issued to: DE, Baden-Wuerttemberg, Karlsruhe,
Duale Hochschule Baden-Wuerttemberg,
freeradius2.dh-karlsruhe.de

Issued by: DFN-Verein Global Issuing CA
Server thumbprint: 81 06 07 B6 26 C4 EC AE 63
32 C8 CC F3 DA F4 90 14 27 CA 81 Issued to: DE, Baden-Wuerttemberg, Karlsruhe,
Duale Hochschule Baden-Wuerttemberg,
bilbo.dh-karlsruhe.de

Issued by: DFN-Verein Global Issuing CA
Server thumbprint: 7€ 29 9C EQ 21 65 57 BA 21
74 B182 ED E4 CD F7 6F 04 8B 1A

Connect Cancel

The certificates are changed regularly, please use the latest version of this instruction.
After clicking on “Connect” you should be connected to the WLAN.

&fr DHBW-KA

Connected, secured

Properties

Disconnect

4. Setup on Windows 8.1

If you are still using Windows 8, please upgrade to Windows 8.1 or later. Windows 8
is out of date.

Connect to the wireless network as follows:
Move your mouse to the bottom right corner of your screen and then move the mouse

pointer to Settings. Then click on the left icon in the top row, where stock is available.
A list of available wireless networks will be displayed.



Settings

Control Panel

Personalization

NEWYIS
PC info

View Connection Settings
Help

Airplane mode

Off

i On
= ) o
67

dh- Brightness I DHBW-KA
lIII

karlsruhe.de

=2 O

Notifications Power Keyboard lIIII DHBW-KAS

Change PC settings I eduroam
IIII

Click DHBW KA (eduroam works the same way), then click Connect.

|I||| DHBW-KA

Connect automatically

In the following screen, enter your authentication information.
After clicking “OK” you should be connected to the Wi-Fi.



(© Networks

(© Networks

I||| DHBW-KA
I||| DHBW-KA
[ |

Continue connecting?
Ent d d B
nieryour username and passwor If you expect to find DHBW-KA in this

location, go ahead and connect.
name.firstname@dh-karlsruhe.d¢ Otherwise, it may be a different

network with the same name.

Password

Display the certificate details

(© Networks

Illl DHEW-KA

Continue connecting?

If you expect to find DHBW-KA in this
location, go ahead and connect.
Otherwise, it may be a different
network with the same name.

Valid Fingerprints are as follows:

81 06 07 B6 26 C4 EC AE 63 32 C8 CC F3 DA F4 90 14 27 CA 81
B3 54 50 E4 63 CD 7D 75 FE 1F CE OB A0 1F D2 OE E9 CA 02 AF
6C 37 21 F8 F5 FA OF 2A 7A 28 5A F1 67 76 59 EC 01 CF 44 FA
7E 29 9C EO 21 65 57 BA 21 74 B1 82 ED E4 CD F7 6F 04 8B 1A



With this check, you prevent an unauthorized third-party server from intercepting your
authentication data and subsequently misusing it. If there is one of these fingerprints,
SO you can connect to "connect” to the WLAN. During the initial setup, it might be
possible that you will be requested to confirm the certificate " T-Telesec Global Root
Class 2".

5. Windows 7 and older Versions

Windows 7 and older versions of Microsoft Windows like Windows Vista and
Windows XP are obsolete and no longer supported. It is not allowed to connect
devices with this old versions of Windows with the Network of the DHBW Karlsruhe.

6. Setup on Linux

Unfortunately, not all Linux variants can be dealt with here. With the following
information, you can use the DHBW-KA Wi-Fi.

SSID: DHBW-KA

Encryption: WPA / TKIP or WPA2 /| AES

Authentication: PEAP with MSCHAP v2

Authentication authority of the certificate: T-Telesec Global Root Class 2
Authentication data: your user from the domain dh-karlsruhe

IP configuration automatically via DHCP

The example looks like this:
Open Network Connections and add a new connection:

Network Connections

Name LastUsed ~ Add
= Edit
Wired connection 1 1 month ago
o ) Delete
~ Wi-Fi
eduroam 1 minute ago
DHBW-KA 1 month ago
Automatisch KA-WLAN 1 month ago

Close

Choose type Wi-Fi



Choose a Connection Type

Select the type of connection you wish to create.
If you are creating a VPN, and the VPN connection you wish to create
does not appear in the list, you may not have the correct VPN plugin

installed.

Wi-Fi ~ |

| Cancel H Create... ‘

Name: eduroam, SSID: eduroam, Mode: Client, Device: your Wi-Fi Connector

Editing eduroam X

Connection name: |eduroam |

|General.Hm“.Wi-Fi Security  IPv4 Settings IPV6 Settings

SSID: ‘ eduroam ‘
Mode: ‘ Client v ‘
BSSID: \ | T ‘
Device: ‘W|P350 ( ; / | M ‘

Cloned MAC address: ‘ ‘

MTU: ‘automatic ‘ - | + ‘ bytes

‘ Cancel H Save |

In the Wi-Fi Security tab, fill in the fields as shown below:

Editing eduroam x

Connection name: |eduroam ‘

|Genera| ||ﬁ||'wm Security.||IPv4 Settings||IPv6 Settings

Security: | WPA & WPA2 Enterprise = |

Authentication: | Protected EAP (PEAP) -

Anonymous identity: | |

CA certificate: | |=/ T-TeleSec_GlobalRoot_Class_2.pem [ ]

[ No CA certificate is required

PEAP version: | Automatic = |
Inner authentication: | MSCHAPv2 hd |
Username: |nachname.vorname@dh—karlsruhe.de |
Password: |deinpassw0rt & |

[E Show password

Cancel || Save |




Instead of “name.firstname@dh-karlsruhe.de” enter your own account data.

The certificates are often located at /etc/ssl/certs

 Recent

i Home
[=iDesktop

i Bilder

i Dokumente
i Downloads
W Musik
W@Videos

# Other Locatio...

Choose a Certificate Authority certificate... X
“\i etc ; ssl »
Name - | Size ‘ Modified
T SZAFIR_RUUIT_UAZ.pern 1,3 KB Z7>epzui/
=/ Taiwan_GRCA.pem 1,9kB 27 Sep 2017
|| TeliaSonera_Root_CA_v1.pem 1,9kB 27 Sep 2017
) thawte_Primary_Root_CA.pem 1,5kB 27 Sep 2017
= thawte_Primary_Root_CA_-_G2.pem 940 bytes 27 Sep 2017
=/ thawte_Primary_Root_CA_-_G3.pem 1.5kB 27 Sep 2017
=/ Trustis_FPS_Root_CA.pem 1,2kB 27 Sep 2017
B T-TeleSec_GlobalRoot_Class_2.pem 1,4kB 27 Sep 2017
) T-TeleSec_GlobalRoot_Class_3.pem 1,4kB 27 Sep 2017
) TUBITAK_Kamu_SM_SSL_Kok_Sertifikasi_-_Surum_1.pem 1,6 kB 27 Sep 2017
| TUBITAK_UEKAE_K®6k_Sertifika_Hizmet_Saglayicisi_-_Sirim_3.pem 1,8kB 27 Sep 2017
) TURKTRUST Certificate_Services_Provider_Root_2007.pem 1,5kB 27 Sep 2017
|-/ TURKTRUST_Elektronik_Sertifika_H izmet_Saglayicisi_H5.pem 1,5kB 27 Sep 2017

‘ DER or PEM certificates (*.der, *.pem, *.crt, *.cer) v ‘

| Cancel ‘ Open

Set the method IPv4 Settings Automatic (DHCP) at the IPv4 Settings.

Connection name: leduroam l

Editing eduroam x

General | Wi-Fi| Wi-Fi Security | IPv4 Settings  IPv6 Settings

Method: |Automatic{DHCP) '|
Addresses
Address ‘ Netmask ‘ Gateway \ Add ‘

Additional DNS servers:
Additional search domains: l l
DHCP client ID:

[ Require IPv4 addressing for this connection to complete

| |

| |

| Routes... |

| Cancel H Save |

Save now and Connect.

10



7. Setup on Android

9.1 Android up to version 6

First install the root certificate of T-Telesec GlobalRoot Class 2 under
https://www.pki.dfn.de/fileadmin/PKIl/zertifikate/T-TeleSec_GlobalRoot_Class_2.crt or
scan this QR code: (Attention, with some devices, e.g. from the manufacturer
Samsung, some screen unlocking methods, such as patterns or fingerprints, will then
no longer work, as the manufacturer of the smartphone classifies them as unsafe.)

Open the apps, go to settings

Al 43% = 07:41

Apps

© H

Clock S Planner

Voice
Recorder

Contacts

ChatON

o)

Samsung WatchON
Link

O =

Camera Gallery

RO,

My Files Settings

Messages

8

Samsung Samsung
Apps Hub

> @

Video Music

There, tap Wireless & networks

Certificate name

Certificate name
t-telesec globalroot class 2

Used for
Wi-Fi v
Package contains:

One CA certificate

CANCEL OK

ll 23% 1 07:42

Settings

CONNECTION MY DEVICE ACCOUNTS

Network connections

Connect and share

NFC

1
E_ Allow data exchange when device
touches another device.

E S Beam -
Send files via NFC and Wi-Fi Direct.

11



=] 7 .l = 13:30

Settings

CONNECTION MY DEVICE ACCOUNTS MORE

Network connections

@ More networks

Connect and share

NFC

Allow data exchange when device *
touches another device.

& S Beam =
Send files via NFC and Wi-Fi Direct.

Swipe to activate Wi-Fi and then go to Wi-Fi settings.

Al = 13:32

Smart network switch
This function is turned off. No SIM card has
been inserted

Wi-Fi networks

DHBW-KA
ﬁ Secured
DHBW-KAS
ﬁ Secured
eduroam
ﬁ Secured
KA-sWLAN
% Secured
= KAWLAN
N Open

Now tap on the network you want (eduroam or DHBW-KA) and then the profile features
as shown.

12



a 10:30

DHBW-KA

EAP method
PEAP

Phase 2 authentication
MSCHAPV2

CA certificate
t-Telesec globalroot clas..

Identity
name.firstname@dh-karlsruhe.d

Anonymous identity

Enter password
YourPassword

Show password

[} show advanced cptions

CANCEL CONNECT

Instead of “name.firstname@dh-karlsruhe.de” you have to use your own user name in
the domain “dh-karlsruhe” of course. After that tap Connect and you should be
connected to the desired network.

% .l & 13:34

Smart network switch

This function is turned off. No SIM card has
been inserted.

Wi-Fi networks O Scanning...
DHBW-KA

% Connected
DHBW-KAS

% Secured
eduroam

% Secured

ﬁ KA-sWLAN

= KA-WLAN

M Open

13



9.2 Android from version 7.0

Since Version 7 Android allows the usage of the installed system certificates. You
don’t need to install the certificate separately.

Proceed as follows:

Open the settings for Network & internet

2:41 )
&  Network & internet Q ®
' Wi-Fi .

Not connected

A  Mobile network

O Data usage
1.33 GB used on Wi-Fi

® gf(?tspot & tethering

Af Airplane mode

o Advanced
VPN, Private DNS
Wi-Fi

2:44 u
&< Wi-Fi aQa ®
W  ChromcastWi (]
Y  DHBWKA a8
¥  DHBWKAS a8
¥  eduroam a
V¥  KAsSWLAN a
¥  KAWLAN

+  Add network

Wi-Fi preferences
Wi-Fi turns back on automatically



Make sure that the WLAN is switched on. Tap DHBW-KA or eduroam and fill in the
form as shown in the next picture.

DHBW-KA

EAP method

PEAP

Phase 2 authentication

MSCHAPV2

CA certificate

Use system certificates

Domain

dh-karlsruhe.de

Identity

name.firstname@dh-karlsruhe.de

Anonymous identity

Password

YourPassword

Cancel Connect

Instead of name.surname you have to enter your own username. Now tap connect.

2:45 i
< WiFi QU 0
O Comeced o
W  Chromcastw a
¥  DHBWKA5 a
' eduroam a

If you do not have the setting option "Use system certificates" on your device, please
proceed as described under "Android up to version 6". For eduroam you can use the
app eduroamCAT from the Google Play Store.

15



8. Mac OS

To install Wi-Fi on a MacBook click on System preferences

then on the Network-icon:

Nev

General

&

CDs & DVDs

iCloud

1

Users &
Groups

‘

Desktop &
Screen Saver

Displays

©

Internet
Accounts

®

Parental
Controls

System Preferences

Dock Mission
Control
v
Energy Keyboard
Saver
= ~
J
Extensions

Dictation
& Speech

App Store

Language
& Region

Mouse

0

Bluetooth

Date & Time

Security
& Privacy

Trackpad

Sharing

E’

Startup
Disk

o
Spotlight  Notifications
Printers & Sound
Scanners

®

Time
Machine

pS

Accessibility

16



Turn on the Wi-Fi.

@O0 <

Ethernet
Not Connected

FireWire

Not Connacted

°® Bluetooth PAN
Not Connected

Not Connected

Now you have to select your network (DHBW-KA or eduroam):

®0 <

Ethernet
Not Connected

FireWire

Not Connected

Bluetooth PAN

Not Connected

Network Q

Location: = Automatic B

RS
NS

Wi-Fi
Off

Thund...It Bridge » =
N

Thund...It Bridge .~ =,

Not Connected

Status: Off

Network Mame: = Wi-Fi: Off B

Ask to join new networks

Known networks will be joined automatically. If
no known networks are available, you will be
asked before joining a new network.

Show Wi-Fi status in menu bar Advanced... ?

Assist me... Revert Apply

Network Q
Location: = Automatic B
<"f> Status: On Turn Wi-Fi Off
Wi-Fi is turned on but is not connected to a
network.
b Network Mame
—
9 DHBW-KA a =
DHBW-KAS a =
&> eduroam a =
"G
KA-WLAN =
Join Other Network...
Show Wi-Fi status in menu bar Advanced... ?

Assist me...

17



Enter your Authentication Information as follow:

- H ) N " &
P The Wi ‘F| network‘ DHBW-KA" requires WPA2
&% enterprise credentials.
v
Ethernet L
L Not Connecl lOH
Mode: Automatic < dt
FireWire Fee
Mot Connec] Username: | name.firstname@dh-karlsruhe.de
Password: | YourPassword | ~
On '3 h
| Show password
@ Bluetooth | | Remember this network
Mot Connec] tically. If
I will ba
Thund...It |
Mot Connaci 2 Cancel
Show Wi-Fi status in menu bar Advanced... ?

Assist me...

Proceed with clicking the button “Join” for connecting with the Wi-Fi.
@ L4 HHE Network Q

Location: = Automatic E

— o
- = Status: Connected Turn Wi-Fi Off

‘Wi-Fi is connected to DHBW-KA and has the
IP address 172.16.15.92.

Ethernet AR
Not Connected N

FireWire

Not Connected = Network Name: | DHBW-KA E
Bluetooth PAN g Ask to join new networks
Not Connected Known networks will be joined automatically. If

. no known netwarks are available, you will be
Thund...It Bridge = asked before joining a new netwark.
Mot Connected N

802.1X: Default Disconnect

Authenticated via PEAP (MSCHAPVZ)
Connect Time: 00:00:22

Show Wi-Fi status in menu bar Advanced... ?

Assist me...




It's recommended to turn on your firewall and block incoming connections if you don’t
want to share data with other Wi-Fi users.

o < EiiE Security & Privacy o}

General  FileVault Privacy

Firewall: Off Turn On Firewall

This computer's firewall is currently turned off. All incoming connections to this
computer are allowed.

In the Firewall Options check the Box “Block all incoming connections” and confirm this
by clicking the “OK” button.

Security & Privacy

_ ock all incoming connections
Blocks all incoming connections except those required for basic Internet services, such as

HCP, Bonjour, and IPSec.

The firewall will block all sharing services, such as file sharing, screen
sharing, Messages Bonjour, and iTunes music sharing. If you want to
allow sharing services, deselect the “Block all incoming connections™
checkbox.

Allows software signed by a valid certificate authority to provide services accessed from the
network.

Don't respond to or acknowledge attempts to access this computer from the network by test
applications using ICMP, such as Ping.

? Cancel @
[ &

Eﬁ Click the lock to prevent further changes. Advanced... ?

19



9. i10S

To connect your iPad or iPhone to the Wi-Fi go to the system preferences.

FaceTime

g ]

Contacts

Settings

and turn on the Wi-Fi.

iPad

Calendar

Reminders

@

iTunes Store

Extras

D4

Mail

Settings

Airplane Mode

= | Wi-Fi

Bluetooth

Photos

Game Center

* App Store iBooks

Safari

03:30

Wi-Fi

Off

Off

Wi-Fi

31% W)

20



Now select the network (DHBW-KA or eduroam)

Wi-Fi

31% W)

c))

iPad 03:31
Settings
Airplane Mode L Wi-Fi
= Wi-Fi Not Connected
CHOOSE A NETWORK...
Bluetooth Off ChromcastWi
DHBW-KA
Notifications
DHBW-KA5
Control Center
eduroam
r

V)
® ©

c))

©)©

and enter your authentication Information as follows:

Enter the password for “DHBW-KA™

Cancel Enter Password

Username name.firsthame@dh-karlsruhe.de

Password eeeesses

21



After clicking on “Join” you have to confirm the certification:

iPad 03:36

Cancel Certificate

31% W)

aragorn.dh-karlsruhe.de
Issued by DFN-Verein Global Issuing CA

Not Trusted

Expires 21/07/20 06:41:59

More Details

After that you are connected to the Wi-Fi.

iPad = 22:23

Settings Wi-Fi

29% @}

Airplane Mode C Wi-Fi

~  DHBW-KA

Sle

22



